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WDS and Malicious Acts

Poisoning water sources has been around for a long time.
Modern WDS require a large amount of poison
Complicated logistics

Moral issues

Terrorism and Homemade Synthetic Opioids

Police make massive seizure of carfentanil in
home east of Toronto

e

In this June 27, 2016 photo provided by the Royal Canadian Mounte

Durham regional police say they seized 53 kilograms of unknown substances from a Pickering,
Ont., home on Sept. 20 and Health Canada has confirmed 42 kilograms of that was carfentanil.

compound N Euimoke) | reathe to morphine
Morphine 12.9 1
Butyrylfentanyl 0.047-0.220 7
Furanylfentanyl 0.02 7
Acatylfentanyl 0.021 16
para-Fluorafentany! 0.021 1]
alpha-Methylfentanyl 0.0058 56.9
Alfentanil 0.044 75
Acrylfentanyl 0.082 170
The panadian Press 073 220
Published Monday, October 16, 2017 4:31PM EDT
0.062 224
PICKERING, Ont. - Police in southern Ontario have seized 42 kilograms of the deadly opioid 0.00071 4520
carfentanil, saying it's believed to be the largest seizure of the drug in the country.
0.00058 5530
Carfentanil is a synthetic opioid similar to fentanyl but 100 times more potent, and an amount 0.00032 100320
weighing less than a grain of salt can Kill someone. 0.048-0.261 1369

containing the opioid carfentanil imported from China, in Vancouver. T
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Used Al to detect chemical attacks

9-1-1 Calls and synthesized samples
Convolutional Neural Networks (CNN)
No sensors /
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Why Sensors?

Reduce casualties
Reduce time of detection

Remove uncertainties
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Where to put these sensors?

e Pump Stations?

e Reservoirs?

e Transmission Lines?
e Distribution mains?

e (Certain critical infrastructures?
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Objectives

Detect the highest number of
potential attacks?

Re
lec/,,g &
e

Limit the contaminated "U/;,b
area? e

Shorten the detection time?




Attack Database

e | ocation
e Time and duration
e Amount

e Pattern
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Expectations

50 ~ 100 Sensors (based on literature)

Increased to 500!

Even 2,000 was not enough.
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Reining in the expectations

Remove
Scenarios
with total
demand less
than 1 LPS
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Learning More from the Data
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Intrusion
Scenarios
with Affected
Nodes

Network

Methodology

EPANET ‘ —

List of SQL Database
5
Nodes 3 &——— | of Affected
Nodes —
NSGA-II —
Evolutionary
Algorithm
CCCrrrTol

COCLLTIOOrTm  Sensor placements that maximize
CLICIIIIIIITI] coverage, minize detection time, and

COOIIIIrrrrny nhumber of sesnsors used.

Visualization of solutions in
EPANET GIS
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Non-dominated Sorting Genetic Algorithm-li

Produce random solutions,
evaluate the objectives

Produce the next generation
(Selection, Crossover,
Mutation)
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Results

Percent of
Scenarios
Detected
92.3
89.8
90.1

Average Number of |Percent Number of nodes

detection Sensors |of Base affected by
time (Hr) Used emand detected scenarios
1.17 2500 68.92 28287
1.07 2500 68.89 28233
1.27 2346 68.92 28270
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Results
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Conclusion

Exercise in practicality of using sensors

Cost

Optimize performance by maximizing the
information

National Research Council of Canada

25



MC-CNC NRC.CANADA.CA* Q) ©

THANK YOU

Ehsan Roshani, Ph.D. P.Eng. PMP. « Research Officer and Team Lead ¢/Ehsan.Roshani@nrc-cnrc.gc.ca

I* National Research ~ Conseil national de
Council Canada recherches Canada



