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Chemical Attacks in Water Distribution System
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WDS and Malicious Acts
Poisoning water sources has been around for a long time.

Modern WDS require a large amount of poison

Complicated logistics

Moral issues

Terrorism and Homemade Synthetic Opioids



9-1-1 calls & AI to rescue!



Used AI to detect chemical attacks
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9-1-1 Calls and synthesized samples
Convolutional Neural Networks (CNN)
No sensors



Why Sensors?
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Reduce casualties

Reduce time of detection

Remove uncertainties 
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Download 
the paper



Where to put these sensors?
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• Pump Stations?

• Reservoirs?

• Transmission Lines?

• Distribution mains?

• Certain critical infrastructures?



Objectives

Detect the highest number of 
potential attacks?

Limit the contaminated 
area?

Shorten the detection time?

Reducing the number of casualties



Attack Database

• Location

• Time and duration

• Amount

• Pattern
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260,000 Scenarios



Expectations

50 ~ 100 Sensors (based on literature)

Increased to 500!

Even 2,000 was not enough.
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Reining in the expectations
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Remove 
Scenarios 
with total 
demand less 
than 1 LPS



Learning More from the Data
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Methodology
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Non-dominated Sorting Genetic Algorithm-II
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Produce random solutions, 
evaluate the objectives

Produce the next generation 
(Selection, Crossover, 
Mutation)



Results
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Percent of 
Scenarios 
Detected

Average 
detection 
time (Hr)

Number of 
Sensors 

Used

Percent 
of Base 
Demand

Number of nodes 
affected by 

detected scenarios
92.3 1.17 2500 68.92 28287
89.8 1.07 2500 68.89 28233
90.1 1.27 2346 68.92 28270



Results

National Research Council of Canada 24



Conclusion

Exercise in practicality of using sensors

Cost

Optimize performance by maximizing the 
information
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