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Training: electrician, electrical engineer, instrumentation
and controls technology, ICS cyber security [SANS and ISA]

Operational Technology [OT] Experience:
20+years leading control system teams including projects in South
Africa and China
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Information Technology [IT] Experience:
8+ years leading Oracle business system projects

Focus today: Exploring a Cyber Option for Water and Wastewater
Plants [which really are critical infrastructure!]

Note: Opinions expressed are those of the presenter and not authorized by any organization.



?’s to Explore Today

4 Is Cybersecurity important for Water?

3 What would water cybersecurity include?

d Problems with Implementing this are? [A°CP]
d What could a cyber co-op look like?

1 Are you interested in exploring this?



Is Cybersecurity Important for Water?

The start of what you know is not going to be a good day!
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Is Cybersecurity Important for Water?

BY ANDY GREENBERG SECURITY APR 14, 2B25 G6:B88 AM

CyberAv3ngers: The Iranian Saboteurs Hacking
Water and Gas Systems Worldwide

Despite their hacktivist front, CyberAv3ngers is a rare state-sponsored hacker group bent on

putting industrial infrastructure at risk—and has already caused global disruption.

Analyst Note: The CyberAv3ngers are best known in the water sector for compromising and
defacing Unitronics PLCs across several U.S.-based water and wastewater utilities, like in the
incident at the Municipal Water Authority of Aliquippa in November 2023. These attacks brought
awareness to glaring gaps in the security of ICS devices and demonstrated how geopolitical
conflicts can have direct effects on the water and wastewater sector.




REPORTED CYBER ATTACKS ON US ICS, 23 NOVEMBER 2023 THROUGH 22 APRIL 2024
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Methodology Note: This graphic presents CTIIC's dataset that captures cyber
attacks on ICS from 23 November 2023 through 22 April 2024. We excluded
ransomware attacks on critical infrastructure entities. *Including seven attacks at additional US locations.
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Figure 1: State cyber program ecosystem'”
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Operational Technology[OT] Perspective [scaba/control system]

Industries Targeted
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Oil & Gas Defense Industrial Manufacturing Telecommunications
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Food & Beverage  Chemical Manufacturing Mining Transportation & Logistics

Key Vulnerabilities Findings

38 70 AN 22% 39%

of vulnerabilities reside deep within of advisories were network exploitable of the advisories that Dragos analyzed
the network. and perimeter facing in 2024 could cause both a loss of view and loss
of control, down from 53 percent in the
previous year.

2%  [&] 47%

of advisories had incorrect data in 2024. Dragos provided mitigations for
47 percent of the advisories that had none.

OT/|CS Key Ransomware Findings

CYBERSECURITY

O
REPORT 7% . 60% H‘ 69%

Ransomware attacks against industrial Dragos tracked 60 percent more of all ransomware attacks targeted 1,171
organizations increased ransomware groups impacting manufacturing entities in 26 unique
87 percent over the previous year. OTNCS in 2024. manufacturing subsectors.
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You may not realize it, but your organization's Industrial Control
System (ICS) environments are a target for cyber attackers. The ICS
automation, process control, access control devices, system accounts
and asset information all have tremendous value to attackers, This
poster demonstrates the many different ways attackers cangain access
to an ICS environment and demonstrates the need for active security
efforts and ICS engineer training that will enable informed engineering
decisions and reenforce secure behaviors when interacting with an
Industrial Control System.

In many cases these are not one-off attacks, but are planned for with
reconnaissance, multiple attacks and adjustments. These are campaigns
that happen over the course of months, and they require system owners
and operators to be vigilant and recognize when something is not right.
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Is Cybersecurity Important for Water?

Information on other incidents is available, but many are rated
as Cyber TLP AMBER or above.

TLP: Red

Not for disclosure, restricted to

participants only.

TLP:AMBER+STRICT

TLP: Amber+Strict

Limited disclosure, restricted to

participants’ organization.

TLP:AMBER

L O ]

TLP: Amber

Limited disclosure, restricted to

participants’ organization and its

clients (see Terminology Definitions).

TLP: Green

Limited disclosure, restricted to the

community.




What would Water system Cybersecurity Include?

A
flwsﬁTcER About Report Incident Contact Us | Become a Member NRWA Signup

Upcoming Events Resource Center Tools Webcasts Contaminant Databases Directory O My Account [ Logout

SECURITY & RESILIENCE

UPDATE Cybersecurity Fundamentals for Water
Stay current. Stay informed. Stay alert. and Wastewater Utilities

Created: Thursday, December 19, 2024 - 7:15
ISSUE: October 16, 2025 Categories: Cybersecurity, OT-ICS Security, Security Preparedness




What would Water system Cybersecurity Include?

<+ WATER
74 ISAC

12 Cybersecurity
Fundamentals for Water
and Wastewater Utilities

Recommended Practices to Reduce Exploitable Weaknesses
and Consequences of Attacks

The guide will also be helpful to utilities preparing risk and resilience assessments required by
America’s Water Infrastructure Act, or AWIA. The 15 fundamentals will also be especially useful for
informing emergency response plans, because AWIA requires those plans to address mitigation
and resilience options.

The original 15 fundamentals included:

0O N O Uit b W NN -

O

. Perform Asset Inventories

. Assess Risks

. Minimize Control System Exposure

. Enforce User Access Controls

. Safeguard from Unauthorized Physical Access

. Install Independent Cyber-Physical Safety Systems

. Embrace Vulnerability Management

. Create a Cybersecurity Culture

. Develop and Enforce Cybersecurity Policies and Procedures
10.
11.
12:
13
14.
15.

Implement Threat Detection and Monitoring

Plan for Incidents, Emergencies, and Disasters

Tackle Insider Threats

Secure the Supply Chain

Address All Smart Devices (loT, lloT, Mobile, etc.)

Participate in Information Sharing and Collaboration Communities



Problems with Implementing this — A°’CP

AA Awareness and Acceptance

C Cost of software, equipment and
services

P Personnel Experienced and trained in

OT Cybersecurity

- can’t afford SANS courses anymore so using ISA



Where did the vision of a cyber co-op came from?




Where did the vision of a cyber co-op come from?

And more sites....

Regional Site Regional Site Regional Site

Regional Site




What does this provide?

One set of Cyber Tools in one place
Central support

Cost sharing

One set of Cyber Experts
Centralized backup

And more from economies of scale.

Re Regional Site




Could a model like this work for water companies overall?

Presented the idea first at ...

StCURITY

CYBERSECURITY NEWS,INSIGHTS & ANALYSIS

CYBER SECURITY
CONFERENCE

Adventures in Establishing an OT

Cybersecurity Framework

l

Mark Brosseau P.Eng. j
-

OCTOBER 23-26, 2023 | ATLANTA




Could a model like this work for water companies overall?

Very Positive responses & o e
from Cybersecurity water e “cetares i Estabiing an OF Cybasecuty Famencr.
industry consultants E———
and those attending

TY
CYBER SECURI _
CONFERENCE




Could a model like this work for water companies overall?

Very Positive responses & o e

from Cybersecurity M ii?.’ii?if?;\i'fii'i;? o Estabchingan el e
industry consultants i ——

and those attending
But 2z i
Consultants couldn’t
sell this idea to their
leadership because...

$$%




Water Cybersecurity Co-op

Discussed with..
« Senior Leadership Consultant working on completing an
audit on water production facilities for the government and

was told

P




Water Cybersecurity Co-op

Water industry couldn’t afford their consulting fees.




Water Cybersecurity Co-op

Water industry couldn’t afford their consulting fees.

But is that really true if some of us "worked together” along

with others to support this important infrastructure ?



A Quick Commercial

What comes next for the water industry?

% Items like “presidential mandates”?

% Regulations?




A Quick Commercial

o000 00000

Regulations and Check boxes like
NERC CIP in the Electrical systems?
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What Comes Next for Water Cybersecurity?

Couldn’t Government, Water Industries and

Cybersecurity vendors work together to build a

solution?

Incentives by the Government

Support and acceptance of the need by the water industry

Recognition by vendors that they need to drink water

too so perhaps reasonable and consistent pricing.

And “good accolades” for the vendor(s) involved



A “Water Cybersecurity Co-op”

What could this look like?
« "MSSP Type" (Managed Security Service Provider] Organization
that monitors only water critical infrastructure

production facilities

* Provides a service and buffer between cyber tool
vendors and water producers

« Is a Non-Profit organization

« Aligns with colleges and universities to help train

OT cyber specialists



Water Cybersecurity Co-op

How would this work?

Water utility expresses interest to join the co-op
Water Cybersecurity Co-op conducts a review of
the facility with a list of recommendations and
steps to follow. [For a reasonable cost!]

Training and Support provided to install the
systems and communication.

Cybersecurity Monitoring begins for a reasonable

monthly or yearly fee.




Isn’t this important?

Anyone interested in building a legacy and being part of
Establishing a Water Cybersecurity Co-op that protects our

water production.

[for a reasonable cost without bureaucracy and check boxes]




Isn’t this important?

So if you are interested....

Please send an email to

mbrosseau@epcor.com

and I will keep you updated on the process

and progress.

Note: I'm retiring Jan 1, 2026 so let me know before then and yes I, along with others
I've spoken with, will be continuing the journey after that date if there are interested
groups.



Isn’t this important?

Let’'s support building a solution. Not more regulations.




Any Questions or Perspectives

Acknowledgement: Graphics by PresenterMedia



