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Background

Presented by:  
Mark Brosseau, P.Eng.
EPCOR Water, Senior Manager 
Controls & Automation Engineering 

 

 

Training: electrician, electrical engineer, instrumentation
and controls technology, ICS cyber security [SANS and ISA]

Operational Technology [OT] Experience:
20+years leading control system teams including projects in South 

Africa and China

Information Technology [IT] Experience:
8+ years leading Oracle business system projects

Focus today:  Exploring a Cyber Option for Water and Wastewater 
Plants [which really are critical infrastructure!] 

Note: Opinions expressed are those of the presenter and not authorized by any organization.



?’s to Explore Today

❑  Is Cybersecurity important for Water?

❑  What would water cybersecurity include?

❑  Problems with Implementing this are? [A2CP]

❑  What could a cyber co-op look like?

❑  Are you interested in exploring this?



The start of what you know is not going to be a good day!
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The start of what you know is not going to be a good day !



Canadian Perspective



Operational Technology[OT] Perspective [SCADA/Control System]



Adventures with Cyber Awareness



Information on other incidents is available, but many are rated 
as Cyber TLP AMBER or above.

Is Cybersecurity Important for Water?



What would Water system Cybersecurity Include?



What would Water system Cybersecurity Include?



Problems with Implementing this – A2CP

AA

C

P

Awareness and AcceptanceAwareness and Acceptance

Cost of software, equipment and 
services 

Personnel Experienced and trained in 
OT Cybersecurity

- can’t afford SANS courses anymore so using ISA



Where did the vision of a cyber co-op came from?



Where did the vision of a cyber co-op come from?

Central Hub

Regional Site Regional Site Regional Site Regional Site

And more sites….



What does this provide?

Central Hub

✔ One set of Cyber Tools in one place
✔ Central support 
✔ Cost sharing
✔ One set of Cyber Experts
✔ Centralized backup
✔ And more from economies of scale.

Regional SiteRegional SiteRegional Site



Could a model like this work for water companies overall?

Presented the idea first at …



Could a model like this work for water companies overall?

Very Positive responses 
from Cybersecurity 
industry consultants 
and those attending



Could a model like this work for water companies overall?

Very Positive responses 
from Cybersecurity 
industry consultants 
and those attending

But 
Consultants couldn’t 
sell this idea to their 
leadership because… 
$$$



Water Cybersecurity Co-op

Discussed with.. 

• Senior Leadership Consultant working on completing an 

audit on water production facilities for the government and 

was told



Water Cybersecurity Co-op

Water industry couldn’t afford their consulting fees. 



Water Cybersecurity Co-op

Water industry couldn’t afford their consulting fees. 

But is that really true if some of us “worked together” along 

with others to support this important infrastructure ?



A Quick Commercial

What comes next for the water industry?

❖ Items like “presidential mandates”?

❖ Regulations? 



A Quick Commercial

Regulations and Check boxes like 

NERC CIP in the Electrical systems? 
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What Comes Next for Water Cybersecurity?

Couldn’t Government, Water Industries and 

Cybersecurity vendors work together to build a 

solution?

• Incentives by the Government 

• Support and acceptance of the need by the water industry

• Recognition by vendors that they need to drink water       

too so perhaps reasonable and consistent pricing.

• And “good accolades” for the vendor(s) involved



A “Water Cybersecurity Co-op”

What could this look like? 

• “MSSP Type” (Managed Security Service Provider] organization 

that monitors only water critical infrastructure 

production facilities

• Provides a service and buffer between cyber tool 

vendors and water producers

• Is a Non-Profit organization

• Aligns with colleges and universities to help train 

OT cyber specialists 



Water Cybersecurity Co-op

How would this work?  

• Water utility expresses interest to join the co-op

• Water Cybersecurity Co-op conducts a review of 

the facility with a list of recommendations and 

steps to follow.  [For a reasonable cost!]

• Training and Support provided to install the 

systems and communication.

• Cybersecurity Monitoring begins for a reasonable 

monthly or yearly fee.



Isn’t this important?

Anyone interested in building a legacy and being part of 

Establishing a Water Cybersecurity Co-op that protects our 

water production. 
[for a reasonable cost without bureaucracy and check boxes] 



Isn’t this important?

So if you are interested…. 

Please send an email to 

mbrosseau@epcor.com 

and I will keep you updated on the process 

and progress.

Note: I’m retiring Jan 1, 2026 so let me know before then and yes I, along with others 
I’ve spoken with, will be continuing the journey after that date if there are interested 
groups.



Isn’t this important?

Let’s support building a solution. Not more regulations. 

X



Any Questions or Perspectives

Problems with Implementing this – A2CP
Acknowledgement: Graphics by PresenterMedia


